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License agreement for Software Embedded in Equipment

ZIV APLICACIONES Y TECNOLOGIAS.A.
End-User Software License Agreement

THE EQUIPMENT YOU HAVE PURCHASED INCLUDES EMBEDDED
SOFTWARE PROGRAM(S). THE PROGRAM IS COPYRIGHTED AND IS BEING
LICENSED TO YOU (NOT SOLD) FOR USE WITH THE EQUIPMENT.

THIS IS A LEGAL AGREEMENT BETWEEN US ( AS “LICENSEE) AND ZIV
APLICACIONES Y TECNOLOGIA, SA. ( AS “LICENSOR”) FOR THE
SOFTWARE PROGRAM INCLUDED WITH THE EQUIPMENT. PLEASE READ
THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT
CAREFULLY BEFORE USING THE EQUIPMENT.

IF YOU INSTALL OR USE THE EQUIPMENT, YOU ARE ACCEPTING AND
AGREEING TO THE TERMS OF THIS LICENSE AGREEMENT . IF YOU ARE
NOT WILLING TO BE BOUND BY THE TERMS OF THIS LICENSE
AGREEMENT, YOU SHOULD PROMPTLY RETURN THE EQUIPMENT
UNUSED TO YOUR SELLER, AND YOU WILL RECEIVE A REFUND OF YOUR
MONEY.

Terms and Conditions of License

1. License Grant. Licensor hereby grants to you, and your accept, a nonexclusive and
non-transferable license to use the embedded programs and the accompanying
documentation, if any (collectively referred to as the “ Software”), only as authorized in
this License Agreement.

2. Restrictions. You may not (a) use, copy, modify or transfer the Software except as
expressly provided in this or another Agreement with Licensor, (b) reverse engineer,
decompile or disassemble or separate the components of the Software, or (c) rent, sell
or lease the Software or make the Software available to others to do any of the
foregoing.

3. No Assignment. This License is intended for your exclusive use with the purchased
equipment. Y ou agree that you will not assign, sublicense, transfer, pledge, lease, rent
or share your rights under this License Agreement.

4. Licensor’s Rights. You acknowledge and agree that the Software is the proprietary
product of Licensor protected under U.S. copyright law and international treaties.. You
further acknowledge and agree that all right, title and interest in and to the Software,
including associated intellectual property rights, are and shall remain with Licensor.
This License Agreement does not convey to you an ownership interest in or to the
Software, but only a limited right of use revocable in accordance with the terms of this
License Agreement.
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Confidentiality. The Software is confidential and no details or information relating to
the same shall be disclosed to any third party without the prior written consent of
Licensor. For the purposes of this clause, sub-contract staff, employed or retained by
the Licensee to perform computer systems development work, shall not be deemed to
be third parties provided such staff are subject to the disclosure restrictions set forth
above. In no event, except with a prior written authorization duly signed by an officer
of Licensor, may you disclose any such confidential information, even for
subcontracted jobs, to persons or entities that may be considered to be direct
competitors of Licensor.

Term. The License Agreement is effective upon delivery of the equipment to you and
shall continue until terminated. Y ou may terminate this License Agreement at any time
by returning the equipment to Licensor, or by destroying the equipment. Licensor may
terminate this License Agreement upon your breach of any term hereof. Upon such
termination by Licensor, you agree to return the equipment to Licensor.

Warranty and Disclaimer. Licensor warrants, for your benefit only, that the Software,
when and as delivered to you, will conform to the specifications described in the
instruction manuals for the equipment purchased, or any specifications agreed to in
writing by Licensor with a particular customer. This warranty does not cover any minor
errors or deviations from the specifications that do not affect the proper functioning of
the equipment. EXCEPT FOR THE WARRANTIES SET FORTH ABOVE, THE
SOFTWARE IS LICENSED “AS IS”, AND LICENSOR DISCLAIMS ANY AND
ALL OTHER WARRANTIES, WHETHER EXPRESS OR IMPLIED,
INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

Licensee’s Remedy. You sole and exclusive remedy for any breach of Licensor's
warranty shall be the repair or replacement, at Licensor’s sole option, of any Software
that does not conform to stated specifications. Licensor shall not be responsible for any
failure arising from inadequate or improper use of the Software.

Limitation of Liability. Licensor’s cumulative liability to you or any other party for
any loss or damages resulting from any claims, demands, or actions arising out of or
relating to this Agreement shall not exceed the purchase price paid to Licensor for the
equipment. In no event shall Licensor be liable for any indirect, incidental,
consequential, special, or exemplary damages or lost profits, even if licensor has been
advised of the possibility of such damages.

Trademark. All ZIV trademarks (including ZIVERCOM, ZIVERLOG and
ZIVERSYS) are common law trademarks of Licensor. No right, license or interest to
such trademarks is granted hereunder, and you agree that no such right, license or
interest shall be asserted by you with respect to such trademark.

Licensee’s Indemnity. You shal defend, indemnify and hold Licensor harmless
against any loss or damage of any kind arising from a breach by you of this License
Agreement, or any use or misuse of the Software by you or your employees, agents or
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representatives, and from any other of your conduct or from any claim or action by any
of your customers in connection with the Software or this License Agreement.

Governing Law. This License Agreement shall be construed and governed in
accordance with the internal laws of the State of Illinois, U.S.A.

No Waiver. The failure of either party to enforce any rights granted hereunder or to
take action against the other party in the event of any breach hereunder shall not be
deemed a waiver by that party as to subsequent enforcement of rights or subsequent
actionsin the event of future breaches.

Entire Agreement. This License Agreement is the entire agreement between you and
Licensor with respect to the use of the software and supersedes all prior understandings
or agreements between the parties. This License Agreement may be amended only by a
writing signed by an officer of Licensor.

ZIV Aplicaciones y Tecnologia, S.A.
Parque Technologico, 2089
48016 Zamudio (Vizcaya)
48080 Bilbao
Spain
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CHAPTER 1

Introduction

The PCD or Operating Desk belongs to the CPX and CPP families. It
is part of the Integrated Protection and Control System (SIPCO) for
electrical substations.

Some general functions of the PCD are:

Communication with the CPX and CPP IEDs.

Intuitive display of substation information.

Possibility of maneuvering on any element and of
managing interlockings.

Modification of programmable control function setting
during time of execution.

Event and alarm management with the possibility of
acknowledging them individually or all at once.

This Users Manual only refers to the PCD. Since the PCD must
communicate with a CPX or CPP, however, it will use information
referring to these units.



Chapter 1

1.1 General Overview

The Operating Desk provides a simple way of monitoring the information coming from the
CPX/CPP. It uses a hierarchical level of menus with various displays of the updated status of the
substation.

You can configure the entire system with Zivergraph® software. With this program, you can adapt
the system to the substation’s characteristics: units connected, signals associated with each unit,
display of the information, substation-level logic functions, desired functions, etc.

1.2 Functions

The main functions of the Operating Desk are described next:
e Communications

The PCD or Operating Desk can communicate with the CPX/CPP several ways. By an ethernet
connection using a propietary protocol on the TCP-IP stack. With this network interface, you can
connect a second desk with the same function. This connection is permanent and automatic. The
desk checks the communications channel to detect possible failures.

Using a telephone MODEM through an RTC line to implement the remote access service. This
possibility allows remote connection from any point that has a telephone access point. You can
also use a GSM modem.

Lastly, with the appropriate modems, you can connect through a dedicated telephone line.

e Databases

On start-up, the operating desk requests the entire database from the CPX/CPP to update the
screens. From then on, it is the CPX/CPP that sends any change in these signals. The PCD only
requests measurements and counters when the current screen needs to be updated.

¢ Commands

From the single-wire screens, you can request a command to be sent to a substation element. This
request translates into a series of checks before sending it to the CPX/CPP. These checks are
configurable interlockings associated with the object representing the target element.

The end unit carries out the command. If this command is executed, some of the substation
elements will change status. If the command is not executed because of a block, a screen will
appear with all the signals that block the requested operation.

e Event management

From any of the screens, you can access a specific screen with a list sorted by date and time of all
events collected by the CPX/CPP. This list is circular and can store up to the last 500 events
received.

1-2
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e Alarm management

Two PCD screens, accessible from the rest of the screens, display a list of the alarms that have
appeared in the installation. One of these, Active Alarms, only presents active alarms; the other,
Alarms, presents all alarms -active or not, acknowledged or not- that have appeared in the
installation.

This diagram shows the flow of information in the operating desk.

C TCP COMMUNICATION WITH THE CPX )

F )

~\
CPX DATA R ,| DATA PROCESSING / |,
HANDLING N | CPX OUTPUT "
Files
—H . COMMAND LOGIC
(log, signals, ...) (Interlockings ...) ¢

F

F~ Keyboard
USER L Mo:se
REQUEST

INTERNAL ORDER

(Screen change...)

Processes

>

? Commands Page Setup
g Outputs
2 Refresh
1 |Counters
1 v v - - PRESENCE 4
DATA PRESENTATION G—I—
. v

SCREEN x PRINTER

Figure 1.1: Information Flow in the Desk.
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Notes:
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Chapter 2

2.1 Characteristics of the System Operation Desk
(PCD)

The System Operation Desk is made up of a PC (desktop or industrial) and specific software that
includes the HMI functions of the installation. You can choose a tabletop PC or industrial PC in a
19” rack.

2.1.1 Desktop PC

The characteristics of the Operation Desk based on the desktop PC vary greatly due to changes in
the computer market. The minimum characteristics that a PC must have to operate as an
operating desk are:

Processor
PENTIUM 100 MHz or higher

64 MB of RAM.

Super VGA controller with a resolution of 800 x 600 pixels.
A 1-Gb internal hard disk drive.

Disk drive.

CD-ROM drive.

10/100 network card.

102-key keyboard
Mouse
15” Monitor

Connectors
Mouse.
Keyboard.
25 pin parallel.
RS-232 Series 9 pin.
VGA 15 pin.

Microsoft Windows 98 OSR2 Operating System.

2.1.2 19” Rack Mounted PC

The characteristics are the same as those for the desktop PC. The difference is that, here, the
casing, keyboard and mouse all have industrial characteristics: protection against water, dust etc.

2-2
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Chapter 3

3.1 Installation of the Operating Desk

Install the Operating Desk program on a computer that has the Windows 98 or higher operating
system installed. Before installing the operation desk application, adapt the configuration of the
computer and operating system to operation desk requirements.

3.1.1 Configuration of the Operating System

If the Operating System must be installed on the PCD, the procedure is explained in this section.
The Windows version to install will depend on availability at the time of installing. Windows 98SE or
higher is suitable. Install Windows from a CD-ROM. After installing Windows, enter the license
number from the installation manual and then reboot.

This section is not intended to replace the installation instructions that came with the Operating
System, but rather expand those particular aspects that need to be adapted to the installation of
the ZIV computer. If you have any questions about any matter not dealt with in this section, please
consult the Operating System documentation as well as any other information supplied by the
Operating System manufacturer.

The PC onto which the operating desk is to be installed must have a network card to be able to
connect to the CPX/CPP. During the operating system installation, also install the network card
drivers and the software required for its proper operation. The following data will be requested
during this procedure.

PC NAME: OPERATION DESK
WORK GROUP: ENG
PC DESCRIPTION: Operating Desk

If the operating system is already installed, verify these data with the following procedure:

¢ Select the Network and Dial-up connections icon from the Settings. In the Settings folder,
verify that the following elements are installed:

- An adaptor for the computer network card.

- Client for Microsoft networks.

- The NetBEUI protocol for the previous network adaptor. The option “File and Printer
Sharing for Microsoft Networks” must be activated in the Properties window for this
element.

- The TCP/IP protocol for the previous network adaptor. Enter an IP address in the
Properties window (this will usually be the same as the CPX/CPP but with a different third
number: 128.127.61.xxx and 255.255.0.0 will be used as a subnet mask. Activate the Set
option as predetermined protocol.

- File and Printer Sharing for Microsoft networks.

3-2
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Installation and Start-Up

If the network is not configured as detailed above, then do so now, selecting the desired element
and clicking on the Properties button. If any of the elements are not installed, click on the button
Add - Protocol / Client / Adaptor / Service - Add — and then select the desired element. If you
cannot find it, select the Have Disk option and install it from the floppy disk.

In the Configuration folder, the TCP/IP protocol for the network card that was previously installed
will be highlighted (for example, TCP/IP -> 3Com Etherlink Ill). Click on the Properties option.
Select the IP Address folder, and click on the button. Specify an IP address. Enter a number for
the IP address and the subnet mask as in the following example:

IP ADDRESS: 128.127.061.xxX
SUBNET MASK: 255.255.000.000

The last numbers of the IP address will vary with each installation. ZIV assigns a fixed IP address
for each installation. Consult the documentation to find out the IP address assigned to your
installation.

After verifying that the TCP/IP protocol is installed, go to the Network icon in the Configuration
Panel and verify that the NetBEUI protocol is installed. If it is not installed, take the following steps:

In the Configuration folder, select Add - Protocol - Add — (Manufacturer:) Microsoft - (Protocol:)
NetBEUI - OK. If you cannot find it, select the Have Disk option and install it from the floppy disk.

After the NetBeui protocol is installed, go the NetBEUI Properties folder and verify that the
following fields are activated in the links file: Client for Microsoft networks and File and Printer
Sharing for Microsoft networks.

The system should be allowed to share folders. To do this, in the Properties screen of the
Network Settings inside the Configuration folder, select File and Printer Sharing and enable |
want to be able to give others access to my files - OK.

Finally and also in the same Configuration - Properties folder, establish that a network session
starts when Windows is started. To do this, click on the option First start of session - Start of
windows session.

Accept the new configuration and then reboot the PCD.

The operation desk software is designed for a SVGA screen with a resolution of 800 x 600 pixels. If
the resolution is not set to these requirements, follow these steps: right click on the desktop and
select Properties and then the Configuration folder. Under Screen Size, select 800x600 and for
Colors, select 256 colors. Still in the Configuration folder, select the area display inside of
Advanced - General, select Small Font for font size.

3-3
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To configure the toolbar:

Right click on the toolbar, select Properties and then the folder Toolbar options. All fields must
be inactive in this folder except for “Display clock”.

3.1.2 Installation of the Local Operation Desk

After verifying the perfect configuration of the operating system, you can install the Operating Desk
program.

The installation program will guide you throughout the process. All you have to do is answer the
guestions that appear on the screen.

1. Make sure that the computer and monitor are turned on.

2. Wait for Windows to start running. If Windows is already running, first save all work in
progress and then close all open applications, including MS-DOS sessions, before installing
the operating desk program.

. Click on Start on the toolbar and then select Execute.

. In the Execute textbox on the command line for Open, write the letter of the drive:\setup.
For example, if the installation disk for the operating desk is in the A drive, write a:\setup.

5. Click on OK.

6. Follow the instructions that appear on the screen. It will be installed in the default folder,

although it is possible to select another folder by typing in its name.

H W

When installation is complete, you will find direct access to the operating desk in the group of
programs C: \ WINDOWS \ Start Menu \ Programs \ Operating Desk. Other direct accesses must
be created on the desktop and in the folder C: \ WINDOWS \ Start Menu \ Programs \ Start. Use
Windows Explorer to do this.

Finally, create a folder called Central inside the operation desk installation folder from Windows
Explorer. C: \ Operation desk \ Central. Select File - New - Folder from the menu and name this
new folder Central. Then right click on this Central folder. A menu of options will pop up. Now click
on Share...

3-4
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Installation and Start-Up

A dialog box will appear (figure 3.1) within the Central Properties HE

“Share” window. Select the access type option
of “Complete” and click on “OK”.

When you have completed these steps, the
operation desk will be installed.

Now copy the particular substation Comment |
configuration files to the appropriate A Tope:
directories: *.cfg copied to C:\Operation " Read-Only
desk\Bin and *.bmp to C:\Operation desk\bmp. =

General Sharing I

i~ Mot Shared
—{*" Shared A3
Share Hame: ICENTHAL

" Depends on Password

Passwords:

Eead-ini Eassrn; I

Full diccess Pazsword: I

k. I Cancel Apply

Figure 3.1: Share Directory.

3.1.3 Installation of the Remote Operation Desk in Windows 98

A Remote Operation desk is basically a operation desk that can be connected to a multitude of
substations to remotely monitor their status.

If the operation desk you are installing is a remote operation desk, first configure the computer as
detailed in section 3.1.1 and install the operation desk application as detailed in section 3.1.2. Then
follow these steps.

1.

In the C:\Operation desk folder, create a file with the name subest.cfg where you will
configure the remote operation desk type. Consult appendix A for the format of this file in
order to fill it in with the correct data and formats.

If the connection with the CPX/CPP is by modem, the configurations for the different
substations go in different folders. Thus, a folder must be created for each of the substations
within the folder C:\Operation desk\bin. IMPORTANT: The name of this folder may not
exceed 8 characters.

. If the CPX/CPP connection is via modem, a file name_substation.sub file must be created for

each substation with the data for this substation in the C:\Operation desk folder. Consult
appendix A for the format of this file in order to enter the correct data and formats.

. If the CPX/CPP connection is via modem, you must create a Dial-Up Networking connection.

Click on the Dial-Up Networking option in Windows Explorer and select Make New
Connection. Windows will guide you in making this connection. Call it ZivRemote and enter
any telephone number (during the connection procedure, the operation desk uses the phone
number configured in the name_substation.sub file. In addition, select the modem with which
you want to connect.

3-5
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These operations create a ZivRemote icon.
Right click on it and select Properties. A
screen with several tabs will appear for you to
fill in a series of data.

Select the Server Type tab and configure the
available parameters as depicted in the image.
In the Server type for Dial-Up Networking,
select SLIP: Unix connection. Verify that only
the TCP/IP option is active for the remaining
options in the window. Deactivate the rest of
the options if necessary.

Click on TCP/IP Settings to access the TCP/IP
options. Assign a fixed IP address. Leave the
rest of the options as shown in the screen
shot. The IP address cannot be the same as
any other computer on the network. Since you
are configuring remote access, in order to
access multiple substations with different IP
addresses, use one that is not from the
CPX/CPP family but within the addresses
permitted for the subnet mask in the properties
of the TCP/IP protocol under network
properties.

For example, you can use the following:
128.127.62.XX.

BPCD408A

ZI¥_Remote

General Server Types | Scriplingl Multilinkl

Type of DiaHlp Server:

I SLIP: Unix Contection j

—Advanced optiohs:

™| Enabile software compression
™| Bequite encupted passwond
™ | Bequine data encmption

[~ Becord a lag file for this connection

— Allowed network, protocols:

= HEBED]
7| [FR/EE Campatible
v TCRAP TCEAP Settings... |

o ]

Cancel |

TCF/IP Settings | 7] |

= Server azzigned IP address

* Specify an IP address
|128_12?_ B0 , 88 |

P address:

¥ Server azsigned name server addresses

= Specify name server addresses

Erimrany LS | o.o .o 0o |

Sre s an W S | o,0o0,0 0 |

Erirmari] R S | o.o ., 0,0 |

Secandan WiHE: | o, 0, 0,0 |

¥ Usze P header compreszior

W Use default gateway on remote netwark

(] I Cancel
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Finally, select the Scripting tab and configure
the parameters as in the image. In the Script
parameter, select the Ziv.scp file found in the
operation desk installation directory. To do
this, click on the Browse button and in the
Open window, go to the C:\Operation desk
folder and select the file, Ziv.scp.

Take special care to not activate the option
Step by step through the script.

These steps complete your configuration of
the ZivRemote connection necessary to
access the CPX/CPP by modem.

Installation and Start-Up

ZI¥Y_Remote

Eienerall Server Types  Scripting | Multilinkl

Script file
File nhame:

| C:APCD ziv.scp

Edit Browse

™ Step through script

¥ Start terminal screen minimized

o ]

Cancel

3.1.4 Installing the Remote Operation Desk in Windows XP

A remote operation desk is basically a operation desk that can be connected to a multitude of

substations in order to remotely monitor their status.

If the operation desk you are installing is a remote operation desk, first configure the computer as
in section 3.1.1 and install the operation desk application as in section 3.1.2. Then proceed as

follows.

1. In the C:\Operation desk folder, create a file with the name subest.cfg where you will
configure the remote operation desk type. Consult appendix A for the format of this file in
order to fill it in with the correct data and formats.

2. If the connection with the CPX/CPP is via modem, the configurations for the different
substations go into different folders. So create a folder for each of the substations within the
C:\Operation desk\bin folder. IMPORTANT: The name of this folder cannot exceed 8

characters.

3. If the CPX/CPP connection is via modem, create a file nhame_substation.sub for each
substation with the data for this substation in the C:\Operation desk folder. Consult appendix
A for the format of this file in order to fill it in with the correct data and formats.

© ZIV Aplicaciones y Tecnologia, S. A. Zamudio, 2004
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4. If the CPX/CPP connection is via modem, you must create a Dial-Up Networking.
connection. Start - Control Panel - Internet and Network connections - Network
connections - Create a new connection. This option launches an assistant to guide you
through the procedure. To move from one option to the next, click on the Next button. In the
Type of Network Connection option, select the option Connect to the network at my
work place. In the option Network connection, select Dial-Up Networking connection.
Under Connection name, enter ZivRemote. Enter any number under telephone number
(during the connection procedure, the operation desk uses the telephone number
configured in the name_substation.sub file). Under the Connection availability option,
select Use by any person.

By clicking on Finish, a ZivRemote icon will 2| x|

appear. Right click on this icon and select
Properties. A screen with several tabs will

appear for you to fill in a series of data. [ Seourity options _
f+ Tupical [recommended settings)

Genelall Options ~ Securty |Netw0rking| .-’-‘-.dvancedl

Walidate my identity a3 follows:

Select the Security tab and configure the
available parameters as depicted in the image.

In the field, Run command file, click on the r ﬁu‘ﬂmatig?"ygze mP.Wfi"dﬂ”]“S leigeii gz s
- . Passyord | ar L e L= L

Browse button and select the Ziv.scp file from

the C:\Operation desk folder. Leave the rest of  Fizepire daia srcnypiicn (dconect i o]

the OptiOﬂS as they are. © Advanced [custom settings]

zing these settings requires a knowledge Setings |
of zecunty protocofs, 2ENGE...

r Interactive logon and zcripting
™ Show terminal windaow

v Biun script: IE:\PED\ZIV.scp j

Edit... | Browse... |

Ok I Cancel |
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Select the Network functions tab and configure 2 x
the options as in this screen shot. For

Telephone access server type, select SLIP:
Unix connection. Leave the rest of the options Type of diabup server | am caling
as they are. SLIP: Unix Connection

Generall Dptionsl Secuity  Metwarking |Advanced|

Sethings |

Thiz connection uzes the following items

¥ Intemet Protocol [TCR/P)

B 005 Packet Scheduler
O .@ File and Printer Sharing for Microzoft Metworks
% Client for Microzoft Metworks

Install... Wrimstall Fropertiez

Description

Tranzmizzion Control Protocol/lntemet Pratocol. The default
wide area netwark, protocaol that provides communication
acioss diverze interconnected networks.

In this window, use the mouse to select the 2%
line, Internet Properties (TCP/IP), and click on Genera |
the properties button. A window will appear _ _ o
. . . . oy can ge sellings assigned Jutomatically i Your Fekyior)

by tIF sett d autarnatically if bork,
like the one depICted here. ASSIgn a fixed IP suppoits thiz capability. Othenwise, pou need to ask your nebwork
addl’eSS a.nd Ieave the rest Of the Options adririztratar for the appropriate P settings.
blank. The IP address may not be the same as € Obtain an IP address automaticall
any other computer on the network. Since you % Uge the following IP address:
are configuring remote access, to access IP address: [28 127 B1 1
multiple  substations  with  different IP
addresseS, use one that is not from the ! Dhtain DME server addiess automatically
CPX/CPP fam”y, bUt W|th|n the addresses —{* Use the following DMS server addresses:
permitted for the subnet mask in the properties Ereferred DNS server [
of the TCP/IP protocol under network Altemate DNS server [
properties.

Advanced... |

For example, you can use: 128.127.61.XX.

(]4 I Cancel

These steps complete the configuration of the ZivRemote connection needed to access the
CPX/CPP by modem for a computer with the Windows XP operating system.
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Notes:
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Chapter 4

4.1 Starting the Application

Normally, the Operation Desk computer is configured so that the Operation Desk application starts
immediately after the Operating System does. If not, click on the PCD icon on the Windows
desktop.

The process for starting the Operation Desk consists in reading the various configuration files and
using the data read to create the various screens. During this process, a screen appears as shown
in Figure 4.1:

Operation Desk

COS_C0000030F
“Wers. 520

{0} 1996-2004, IV Aplicaciones ¥ Tecologia S. 4.

PLEASE WAIT...
THE SYSTEM QOFERATION DESE IE LOADING ITS
CONFIGURATION AND MAEKTNG 4 CONHNECTION
WITH THE CENTEAL TTHIT.

Reading configuration files...

=-
—
=
2]
=
[T%)
=
o
=
&
=
[=r]
=
-
=
[==]
=
w0
=
—
=
=

Feading 3.L.D's file...
|

Figure 4.1: Screen for Reading Configuration.

A box identifying the Operation Desk appears at the top of the screen: model and version. Two
progress bars appear at the bottom of the screen. The upper one indicates the percentage of the
configuration reading completed. The lower one indicates the steps it is taking (what files are being
read) and the percentage of the current step completed.

This initialization verifies that the configuration files do not contain any errors and are coherent. If
there is an error in any of the files, a window will appear stating the file and line containing the
error.
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After the entire configuration is read and the screens created, the default single-line diagram
appears. At this time, the Operation Desk tries to establish a connection with the CPX/CPP. If a
connection is not made, all diagram elements will be drawn in the color symbolizing not updated
and will remain so until communication is established.

When the PCD and the CPX/CPP connect, the =

gEst ergggﬁtf;'s thtﬁecongglga“%gn?;at:]ez C?‘(e' %@ PCD and CPY configuration is different
configuration of the CPX/CPP received with its

configuration and if these do not match, draws a black screen with two buttons: the button for
engineering and the one shown here. They indicate that there is an error and the single-line
diagram screens can not be presented because the data could be false.

The parameters compared in this process are: numbers of bays configured, addresses of each
bay, number of signals of each bay, CPX/CPP model. To find out exactly where the error is,
click on the button shown above to open a window with the configuration data that indicates -with
an asterisk- where the difference is.

If everything is correct, the PCD requests the status of all substations from the CPX/CPP, and
when it receives them, draws the single-line screen with all diagram elements and their current
status. From this point on, the various diagram elements are updated as changes in their status or
values are detected.

4.2 General Screen Structure

As mentioned, the principal function of the Operation Desk is to present the data received from the
CPX graphically so that the user knows the updated status of the substation. The Operation Desk
provides screens for manipulating certain substation elements.

To navigate the screens, use the button-based general menu or the menu called button toolbar
located at the bottom of the screen. To change from one screen to another, simply place the
mouse (or the touchpad) over the selected option and click.

The page format will be the same for all

screens (see figure 4.2). Each page will be HEADER
divided into three clearly differentiated areas: a
header, a graphic area and some function
keys (which we call the button toolbar).

GRAPHICS AREA

FUNCTION KEYS

Figure 4.2: Page Format.
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4.2.1 Header

Its three lines (see figure 4.3) contain the following information:

LUSER SUBSTATION NAME DATE TIME
Pg 1.2 NAME OF THE SCREEN ALARM

LAST SYSTEM EVENT OR ALARM

Figure 4.3: Page Header.

e First line: general information

This line has four fields:

The supplyier (ZIV).

The user.

Substation name.

Time and date in dd/mm/yy and hh/mm/ss formats respectively.

Second line: information about the screen type

This line has five fields:

Page number and total pages (Page 1/2 means that the current page is 1 and the total
number of pages is 2).

The word COMMANDS appears on the remote Operation Desk if there is permission to carry
out commands.

Name of the information screen.

If users have been defined, the name of the active user. If the field is blank, there are no
active users.

The existence of alarms. The ALARM text will appear in this field and flash if there are
unacknowledged active alarms. After all the alarms have been acknowledged, the ALARM
text will still be red, but no longer flashing. If there are no active alarms, this text does not
appear. You can configure all the colors as well as the flashing.

¢ Third line: last system event or alarm

The last event or alarm the system has received is displayed on this line. Its format is described
below. When a new event arrives, the previous one disappears from the line and the latest is
displayed.

4.2.2 Graphic Area

The content of this area varies depending on the active screen. It may display a single-line
drawing, the list of alarms, panels, the status of the SIPCO, control function settings, etc. We will
describe these screens later.
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4.2.3 Function Keys

This area has eight buttons for rapid access to the various screens. Options in the general menu
provide more convenient access to the various screens. There are fixed function buttons and
others that change depending on the active screen.

Figure 4.4: Function Keys.

The fixed buttons are:

Panels. For accessing the panel screen.
Alarms. For accessing the alarm screen.

Active Al. For accessing the active alarm screen.
Events. For accessing the event screen.

Menu. For accessing the main menu.

4.2.4 General Considerations

By default, the Operation Desk starts up with the main single-line screen, which is defined in the
configuration when all the single-line diagrams are drawn. The rest of the screens can be accessed
by clicking on any of the function keys to access the corresponding screen, or clicking on the
subset buttons of the various single-line diagrams.

When you reach a specific screen, it will remain active until you change it with the function keys.
The various display screens are:

Menu screen.

Single-line screen.

Digital signal screen.

Alarm screen.

Active alarm screen.

Event screen.

SIPCO (Integrated Protection and Control System) status screen.
Access password change screen.
Engineering screen.

Control function configuration screen.
Grounding control function screen.
Report screen.
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4.3 Single-line Diagram Page

After the Operation Desk start-up process has finished, the first screen displayed is the first single-
line diagram defined in the configuration file “unifilar.cfg” .

The single-line screens present a very clear, easy-to-understand graphic presentation of the status
and topology of a given substation. They are composed of a series of dynamic and static objects
laid out in a specific way to depict the substation topology and the status of the various substation
elements. You can configure as many single-line diagrams as your installation needs. Generally, a
substation has as many single-line diagrams as voltage levels. Thus, you can have one single-line
diagram for the high-voltage system and one or several for the medium voltage system.

A single-line diagram can be made up of several IED bays. You can access the IED bay screens to
obtain further information not seen in the single-line diagram. The IED bay screens show the
specific status and greater detail about the IED bays that make up the single-line diagrams.

Furthermore, they let you maneuver within the system. An interlocking logic has been configured
internally so that after a command is made, if there is an active signal blocking it, a window will pop
up with the list of all signals defined as blocking the command next to a LED. Those signals that
are active will have a red LED and the rest will be green. If there is no block, the command will be
executed.

Figures 4.5 and 4.6 show an example of a single-line diagram and its specific IED bay.

The apearance of a single-line diagram depends exclusively on its configuration. The elements and
their layout on the screens are configured with the Zivergraph® Single-line Diagram Editor
program. It will generally report on the following items:

e The local / remote status of the substation and the single-line diagram.

e Topological representation of the status of the breakers, disconnect switches, reclosers and
all elements that guide the substation.

e Representation of the voltage and current measurements. If there is not enough space, this
datum can be given only by IED bay.

¢ Representation of the status of the control functions in the system.

¢ Representation of the energy counters at the substation.
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[E=NE| HYDRO MISS LISGAR M.5. #82 [ 14/07/04 12:34:58
44/13.8 kV SYSTEM (428, 437)

CET1244

0.0 My
0.0 b

BT

BUS TIE

Figure 4.5: Single-line Diagram.

Figure 4.5 shows a single-line screen configured with a series of diagram elements at specific
coordinates to represent the high-voltage part of a substation, consisting of two input lines, two
transformers and two medium voltage buses. The breakers have been represented by boxes. You
can also see the measurement values and additional information such as the transformer
collection, element tags, etc. This shows that there is no voltage in the T1, that the breaker for the
F2 is closed (filled green box), while the F1 is open (empty red box). The blue buttons with text
inside allow you to move from the positions of this single-line diagram to other single-line diagrams.

The diagram elements can be divided into two broad groups: static and dynamic.

e Static: objects whose representation is fixed and does not vary (such as buttons for
changing to IED bays or single-line diagrams, tags, etc).

e Dynamic: objects whose representation differs depending on the status of the associated
signals (measurements, breakers, disconnect switches, etc.). The specific representation of
each one depends on the type of object. Table X.X contains more information about this.
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When they are in an unknown state, dynamic objects have a special associated representation (for
example, because connection with the IED that the object belongs to has been lost): this
representation shows the object drawn in gray. Specific objects can appear in both general single-
line diagrams and IED bays that are dependent on some signal(s) with an alarm category
(reclosers, LEDs that indicate if there is an alarm at the IED, etc). Depending on the status and/or
acknowledgment of the alarm(s), the latter will blink or not.

The IED screens show the specific status and greater detail about the IED bays that make up the
single-line diagrams. To see an IED, click on the button for changing to the IED (blue button with
text identifying the IED). There are also buttons for changing from one single-line diagram to
another without needing to go to the general menu page. If the substation has many single-line
diagrams, not all of them are accessible from the general menu, and you access them with these
buttons.

Spare IEDs are represented in a general single-line diagram but their representation as a detailed
IED bay has not yet been implemented. In this case the IED on the single-line diagram is faded,
and the button for changing IEDs is dark, indicating that clicking on the button will not have any
effect.

[E=X®| HYDRO MISS | LISGAR M.5. #82 [ 14/07/04 12:37:14
TRANSFORMER 1 (222. 116)

AUTO
REMOTE | .
|71 a8y

[DiFFER-1

PANELS —> o

Figure 4.6: Single-line Diagram of a Transformer Position
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The IED bay screens can also have buttons that let you go directly to the signal panel
corresponding to this position. In all cases, you can always navigate from any single-line diagram
or IED to the screens with signal panels, alarms, active alarms, events or the general menu by
clicking on the appropriate button among the function buttons (button toolbar) that are available on
all single-line and IED diagrams.

4.3.1 Execution of Commands

There are specific objects, both in the general single-line and IED diagrams, on which you can
execute commands. Click on the item that you want to maneuver. If you can make commands on
this element, a command panel will appear with all the available operations. This panel is placed on
the screen so that it does not cover the element you are going to close or open. Thus, you can see
the status of this element at all times.

The command panel includes all orders that you can send to the selected element. The title of the
command screen contains the element you wish to maneuver. If no action is taken on the panel for
30 seconds, it disappears and you are returned to the previous single-line or IED diagram.

Figure 4.7 is an example of a command panel. The 138 KV 52 T1

window title tells you that it is a 13.8kV breaker from the
T1 bay. The panel content tells you that you can perform

four operations on this breaker. O OPEN
You can only select one command. If, for example, you (@ CLOSE
select CLOSE and click on OK, before sending the order

to the CPX/CPP, the program verifies the interlockings ) TAGON
(signals that impede the execution of a command

depending on their status) associated with the CLOSE ) TAG OFF
command for this breaker and configured with the Single-
line Editor by Zivergraph®.

Figure 4.7: Command Panel for a Breaker.

The interlockings are configurable for each element and each order. Suppose that this order has
three interlockings that block the command, which may be the case if the unit is on remote, if the
Operation Desk is disconnected or if the breaker is tagged. If the command does not have any
active interlockings, the command is sent to the CPX/CPP, which is then responsible for sending it
to the appropriate IED. If any interlockings are active, the command is not sent and a message
informs you of the active interlock. Figure 4.8 diagrams the operation of the commands from the
Operation Desk to the final IED.
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PCD

CONSOLE
INTERLOCKINGS CIN-40 LOGIC
T-0UT
CIN-OK BLOCKS
T

COMMAND . N v
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) TCP/IP REMOTE
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CONTROL
FUNCTION

OTHER
REMOTE
CONTROL LES

Figure 4.8: SIPCO Command Logic.

The CPX/CPP also checks whether this command can be carried out by studying its configured
associated signals. If it detects no block on the command, it sends the order to the appropriate IED
for the command to be executed.

Furthermore, the IED can have internal logic that can block a command depending on the status of
certain signals. After the order is sent to the CPX/CPP, it verifies that the IED has no active block
that could stop the order. If there is an active block, the CPX responds to the command sent from
the Operation Desk with a message. This message makes a panel appear with the status of the
blocks of the command sent. Those signals that are active have a red LED and the rest are green.

The block panel will be unique for each element and each order. This panel is configurable, since it
collects the signals implicit in the internal logic of the IED.
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4.4 General Menu Page

The screen called General Menu provides centralized access to the rest of the screens. This
screen has twenty buttons in four rows and five columns (as in figure 4.9). Each button is

associated with the name of the page that it accesses.

0713704

10:04:33

HYDRO MISS LISGAR M.S. #82
GENERAL MENU

103/11/04 18:13:55.000 SIPCO CPD COMMUNICATION

44413 .8 k¥

Alarms Active alarms Events

System
Panels Protections Arquitecture
Status (SIPCQO)

Engineering Passwords

ALARM

Figure 4.9: System General Menu Page.

The five buttons in the first row and the three last ones in the fourth row are associated with the
possible single-line diagrams for the substation in the order they were defined in the configuration.
If they have less than eight single-line diagrams, the unused buttons will not be operative (they will
stay in reserve) and when the number of single-line diagrams for the substation exceeds eight, only

the first eight will be presented on this menu.
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In addition to the substation single-line diagrams, the screens you can access from these buttons
are the following:

Alarm Screen.

Active Alarm Screen.

Event Screen.

Report screen.

Digital signal panel screen.

Protection Screen.

SIPCO (Integrated Protection and Control System) screen.
Engineering screen.

Change Access Password and User Screen.

Some menu options require a code or password, so three levels of operation are set up. This is
explained in the section dealing with changing access codes.

There are spare buttons for special screens unique to each installation. In the graph, two of these
spare buttons have been used to configure Control Functions and Ground Control Functions. If
there are no control functions, or there is no ground control function, these buttons will appear like
the other spare options.

You can configure the appearance of the spare buttons. They can be invisible, disabled with their
defined text, or inactive with their defined text.
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4.5 Signal Panel Page

The panel screen shows you the status of some of the digital signals generally grouped by bays
and/or IEDs.

A first screen, a summary of the IEDs (general signal panel), as shown in figure 4.10, outlines the
status of the digital signals at the IED. The number of visible panels equals the digital signals
defined. The text of each button identifies the IED or bay that the panel refers to.

EXW | HYDRO MISS LISGAR M.5. #82 08/02/04 16:33:31
SIGNAL PANELS ALARM
03/09/04 11:59:54.981  SIPCO PCD COMMUNICATION NORMAL

BUS TIE

|
F-2 13,8k

F-513.8kV

F-613.8kY

Figure 4.10: Summary Screen of the Signal Panels.
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This summary screen presents 45 buttons (9 rows and 5 columns). The (free or spare) ones are
faded. Color coding allows you to see the active, alarm or without-communication status of the
signals at a glance. Then each button presents more detail.

o If the general panel screen has a button drawn in solid gray, this means that, at this time,
there is no communication with the IED that the panel refers to or that some of the signals it
includes have an invalid status. If all the buttons are this color, it means there is no
communication with the CPX/CPP.

o If, however, the button for changing to the signal panel for the position is green, this means
that all the digital signals it includes are deactivated or set to zero.

e If the button for changing is red, this means that some digital signal for the outline panel is
active or set to one.

o Lastly, the digital signals making up the panel can have the category of alarm or not. If a
signal was configured as an alarm and has not been acknowledged in the alarm list, the
button for moving to this panel will be blinking. Alarms cannot be acknowledged from this
general panel page. They can only be acknowledged from inside each panel.

Clicking on a button on the general panel screen takes you to the particular screen corresponding
to the signal panel associated with the IED stated on this button. This screen is shown in figure
4.11.

N HYDRO MISS LISGAR M.5. #82 08/02/04 16:35:18
T-1 44 kV
03/03/0411:59:54.981  SIPCO PCD COMMUNICATION NORMAL

PROTECTIONS
. INS :IF IF COIL FAILURE
.}:..-a**i- ALARM LEVEL

@ 1c

@LTE ATITO - HASE B FAULT
. BREAKER OFEN YOUND FAULT
@ EREAKER ) . FROTECTICH TRIF
.E:F.'E‘ : 0S5, UNEN.

O

@ HAIN TANK GAS C GAS {7) OIL TEMP. WARNING
@ HAIN TANK WINDING @ L1C OUT OF STEP @ OIL TEMP. ALARY

@ MAIN TANK HIGH PRESS i, RELAY @ VINDING TEMP. VARNIN
. HAIN TANK OIL LEVEL . LTC OIL LEVEL . WINDING TEHP. ALARM
@1-1.-;11-1 ANK O g .LTI: LOW TEMPERATURE ..:.FE. FAILURE

. HAIH

Figure 4.11: Digital Signal Panel for an IED.
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The panel contains a list of LEDs that show the status of the associated digital signal, which is
identified with a text to the right of the indicator.

Each digital signal panel will be different and will have as many indicators as you have configured.
There are three categories of LEDs:

Statuses: This category contains all signals corresponding to the digital inputs of the field
associated with the IED topology, device status, etc. The activation of a signal in
this group could turn out to be an alarm. If so desired, this attribute can be
highlighted so that the LED blinks when the signal appears. To do this, give the
panel an alarm category when you create it. (Example: the unknown status of the
breaker is an alarm inside the Statuses).

Protections: This category contains those digital signals collected directly from the field via
digital inputs or internal device statuses that are associated with the tripping of the
protections. They are classified in this group for greater clarity of the panel
representation.

Alarms: This category contains all individual signals assigned to the system with an alarm
category. Thus, besides representing the status of the signal, it must also indicate
whether or not you have acknowledged the alarm.

A signal can be in any category. The criteria for grouping signals into different categories are
simply for clarity when the signals are presented.

One of the function keys (button toolbar) for this screen is a button for acknowledging the signals
that are blinking, independently of the group they are in. Activating this button will cause the alarm
to be acknowledged in both the signal panel and the system alarm list.

As with the IED summary signal panel, this screen also uses a color code to show the status of the
signals represented. The criteria used are the following:

o If the LED is green and the signal represented is not an alarm, the signal is deactivated. If it
is red, the signal is activated.

o If the signal represented has an alarm category, the red and green colors have the same
meaning as above, but the LED will be either blinking or not, depending on whether or not the
alarm is acknowledged in the alarm list.

¢ When the associated IED does not have communication with the CPX/CPP or the signal is
not valid, the panel LEDs will be gray. This criterion is global throughout the application.

Note: the screen topology is modified when there are no statuses, protections or alarms and the frame corresponding to the
group of non-existent elements is eliminated.
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4.6 Alarm Page

The alarm screen consists of a series of text lines that show changes in those signals configured
as alarms. The text format on the pages for alarms, active alarms and events is the same. Each
text line is either an alarm and/or an event. The format of the line is:

1 2 3 4 5 6
* 17/05/96 15:52:38.000 1552-4 L-4 RELEASED SPRINGS NORMAL

Field 1: a user-configurable alphanumeric character indicating the alarm type. Its default values:
‘' anormal alarm whose date and time are valid.
+> a normal alarm whose date and time could be incorrect because there is a
desynchronization in the IED or the CPX/CPP is not synchronized by the GPS.
‘R’: an alarm generated through redundancy tasks whose date and time are valid.
‘r: an alarm generated through redundancy tasks whose date and time could be incorrect
because there is a desynchronization in the IED or the CPX/CPP is not synchronized by the
GPS.
I':  an internal alarm (not arising from any IED, but generated internally in the CPX/CPP by
simulation or by the information coherence mechanism), the date and time of which are valid.
‘i an internal alarm that does not come from any IED, whose date and time could be
incorrect because there is a desynchronization in the IED or the CPX/CPP is not synchronized
by the GPS.
“?’. an unidentified alarm whose date and time are correct.
‘¢’: an unidentified alarm whose date and time could be incorrect because there is a
desynchronization in the IED or the CPX/CPP is not synchronized by the GPS.
Field 2: the date the alarm was generated. The format is day / month / year.
Field 3: the time the alarm was generated. It is accurate to one one-thousandth.
Field 4: text describing the IED detecting the alarm. For example, this field could contain: first the
bay voltage, then the description of the field element the alarm is associated with and lastly the bay
name (15 52-4 L-4).
Field 5: a description of the signal produced (for example, released springs).
Field 6: the status of the signal (hormal, activated, alarm, etc.).

You can configure the text in these fields with the Zivergraph® program. If so, the appearance
may be different, although the meaning remains the same.

Three types of alarms can appear on this screen. These are the default colors:

TYPE ALARMS TEXT BACKGROUND
Type 1 Unacknowledged active white red
Type 2 Acknowledged active red black
Type 3 Inactive white black
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The colors of alarm records are also user-configurable. So they could be different if they are
modified.

The alarm screen has 10 pages with 25 alarms per page. The system saves the last 250 alarms.
By default, the alarms are sorted chronologically. However, you can have them presented in the
order in which they reach the Operation Desk if you indicate this in a configuration parameter as
you will see in the document. When the list contains 250 alarms, the last alarm on the list (the
oldest chronologically) is lost when a new alarm is added. When you turn off the Operation Desk,
you do not lose new alarms that may appear, because the CPX/CPP stores them from this point
onward.

There are function buttons (button toolbar) on the alarm page for acknowledging alarms and for
advancing or going back pages. The left-hand central line of the page header indicates the current
alarm page in relation to the total number of alarm pages.

N HYDRO MISS LISGAR M.5. #82 0771404 12:42:53
Pg1/2 ALARMS PAGE ALARM

03709404 11:59:54.981 SIPCO PCD COMMUNICATION NORMAL

FAILUEE ALARM

FiAH FAILURE ALAR
FiAH FAILURE ALARM

MMUNICATION

ENT TRIF
H{ TRIF CUTPUT

5 kV

5 kV

Figure 4.12: Alarm Page.
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When an alarm is generated, it is added to the alarm list as an unacknowledged active alarm. At
this time, two things can happen: either you acknowledge it or the cause of the alarm disappears. If
you acknowledge the alarm, it is added to the alarm list as an acknowledged active alarm and
when the cause for the alarm disappears, it is added as an inactive alarm. If however, the cause
for the alarm disappears before it is acknowledged, it is listed as an inactive alarm. Acknowledging
alarms does not modify their time tags.

For an alarm to disappear from the alarm list, it must be acknowledged and have been deactivated.
When you acknowledge alarms, their status changes (to active acknowledged) if they are active. If
they are not active, they are deleted from the list. This means that you must acknowledge the
activation as well as the deactivation of alarms.

There are two modes for acknowledging alarms: by page or by group. If you click on the button for
acknowledging alarms, all alarms displayed at this time are acknowledged. A group of alarms must
first be selected to be acknowledged. Right click on the alarm to select it. The alarm then changes
color in accordance with the following default criteria:

TYPE ALARMS SELECTED TEXT BACKGROUND
Type 1 Unacknowledged active white blue
Type 3 Inactive white green

Note: type 2 alarms can not be selected.

Repeat the same process to individually deselect alarms. To cancel the selection of all the alarms,
press ESCAPE. When one or more alarms are selected, clicking on the acknowledge button only
acknowledges the marked alarms. The selection of alarms is automatically cancelled when you
change alarm page or window.

You can also selectively delete alarms. A group of alarms must first be selected in order to be
deleted. Right-click on the alarm while simultaneously pressing the CONTROL and SHIFT keys on
the keyboard to select it. The alarm then changes color in accordance with the following default
criteria:

TYPE ALARMS SELECTED TEXT BACKGROUND
Type 1 Unacknowledged active white purple
Type 2 Acknowledged active red bright green
Type 3 Inactive white orange

The button text changes from acknowledge to delete. Repeat the same process to individually
deselect alarms. Press ESCAPE to cancel the selection of all the alarms. When you press the
delete button, a window will ask for confirmation: Delete selected alarms? Choosing Yes eliminates
the selected alarms from the alarm list. If you choose No, you will be taken back to the screen with
the previous status.

The selection of alarms is automatically cancelled when you change alarm page or window.
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4.7 Active Alarm Page

The active alarm pages are almost exactly the same as the alarm pages. The difference is that
these pages only display active alarms in the system, whether or not you have acknowledged
them. Unconfirmed deactivated alarms do not appear.

The colors and the mode for managing the alarms are the same as in the previous section.

4.8 Events Page

The event screens contain a chronological record of all signal changes (called events) that occur at
the substation.

The text format for the event is the same as for alarms. However, the storage capacity for events is
double. It can store 500 events, divided into 20 pages with 25 events per page. These signal
changes can be sorted chronologically or not, like alarms.

If the list already contains 500 events, the oldest event will disappear from the list when the new
event arrives. The event with the oldest time tag is not deleted, but rather the first event that
arrived out of the 500 stored. Figure 4.13 shows an Events page:

HYDRO MISS LISGAR M.5. #32 08/02704 16:55:54
Fa13/20 EVENTS PAGE ALARM
108/02404 16:54:23.000 SIPCO CPD COMMURNICATION ALARM

"TOCAL OH" . ¢ COMMAND LCTIVATE

ACTIVATE

OH
OLE COMMAND ACTIVATE
N AL

BREAKEER 52 OFER ACTIVATE

"OFEH . A ND TIVATE

! ACTIVATE
HORMAL

ACTIVATE

Figure 4.13: Events Page.
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The configuration of the substation signals determines whether a signal goes to the alarm list
and/or the events list. You can also define whether the rising edge and/or the falling edge of the
signal is recorded.

The default colors for recording events are:

¢ Positive edge events (activation): no background color and green text.
¢ Negative edge events (deactivation): no background color and yellow text.

4.8.1 Saving Events to Disk

You can save events into a text file on a disk from this events screen. The following screen
appears when you click on the Save to Disk button on the button toolbar.

Here you can select the data interval for the
events to be saved. The oldest event data
appear in the Initial Date and Time fields when
the window opens, while the data for the
newest event appears in the Final Date and
Time fields. You can modify any of the four
fields. The date format is dd/mm/yyyy and the
time format is hh:mm:ss. All events between
the Initial Date and the Final Date are saved.

Inzert the date interval of the events to be saved to disk:

Initial Time  |17:28:24

Initial 0 ate:

Final D ate 0741342004 Firal Tirme 12:31:49

Ok Cahcel

. . oge SAV ENTS T SK
Clicking on the OK button verifies the dates e ——
and times entered. If they are correct, the B:'ngfﬁ'y | C:twark\Pedh5 andbox\PCD WModelashCOODO0Z. OF -
following screen appears where you select or Guardereri |3 CO00003.0F o =] & e
enter the filename and the folder where the [ bin ] Commolalog [#]PAN_ALARUIR. [ ped psi
. 114 consolamhs T, remota.vit
selected events will be saved. i itn N - e -
[ VisualC ] exrorlog |#] PANELMAN.UIR. || UNIFBASI
. . ACCESS IR Informes uix | path.c: TNIFHIJO
You will be asked if you want to replace them gBLOQUEO_UIR glmww é’ﬁdff gm_&,jp_
with the new events if the file already exists. If ;ﬂﬁ“ﬁg-“ﬁ | MEND UIR aﬁlpcd-exe ﬂﬁ‘*—mﬂd
:?],da:gepgtaeaog\?éyn;agzsezvents will be deleted ontredo v B el
' E{Léiﬁzrs %%Tﬁjo: |AII Filez [*.%] j Cancelar
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4.9 SIPCO Status Page

The objective of this screen is to display all IEDs in the Integrated Protection and Control System
(SIPCO), indicating the operating status of each of the devices in the communications network in

real time, which are:

e Status of all system UCPs.

e Status of the

CPX/CPP communications with remote, local Operation Desk, remote

Operation Desk, GPS clock (provided that these options were available) and printer.

As shown in figure 4.14, the Central Unit (CPX/CPP) and the local Operation Desk are connected
by a local network with a 10baseT cable. If there is no communication between them, the bay that
connects both IEDs is drawn in red and the rest of the system is drawn in gray, indicating the lack
of information about the rest of the elements making up the system. Recall that the SIPCO status
represents the status of communications with the IEDs seen from the PCD.

HYDRO MISS
Fa141

LISGAR M.5. #82 07413704 10:03:33

SYSTEM ARQUITECTURE STATUS (SIPCO)

SIPCO CPD COMMUNICATION ALARM

103411704 18:13:55.000

Console (PCD)

EEF BE

07705796 = E \
11:29:38 REMOTE PCD \_,
!K\
LocaI‘NehNork AN
2 13 |1 15 1 17
B ﬁi} Eﬁt D Eﬁ" E@i
7IRDAIN
165kV L-10
L ] 13 RE:] E
ﬁ '-I__--‘.: = 'i':‘:v T ,'_""'- =
BEF BE EBE
7IRDAIN
15kV L-7

Remote Console

Central (CPX) REMOTE CONTROL

e

3CPI-C
CUBA T-1

Equipment with ERROR

Actalarmns

44138 kY

Figure 4.14: Integrated Protection and Control System
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If communication between the Operation Desk and the central unit is correct, the bay connecting
them is drawn in white and each system element is represented according to its communication
status with respect to the central IED. Following the same criteria, if communication fails with any
element, this element changes to dark gray. To highlight the error status, the tag and its
connection with the communications system turn red. If there are no communication failures, the
element is clearly represented in its original color and its connection to the communications system
and its tag are white.

Meriting special note is the communication of the central unit (CPX/CPP) with the remote
Operation Desk (REMOTE PCD in the figure): The lines connecting the central unit with the
modem, and the modem with the remote Operation Desk are red when no connection has been
established between modems, green when the modems have connected but there is no
communication between the central unit and the remote Operation Desk, and white when there is
complete communication among all elements.

Communication with the GPS clock also presents additional information. When there is
communication with the GPS and the CPX/CPP is synchronized with it, both the line and the box
are green. They are red if there is no communication. When there is communication with the GPS
clock but it is not synchronized due to a synchronization error, they are blue.

The following information is given for each IED in the substation:

¢ |ED address: the physical address of the IED.

o |ED description: indicates the IED type (for example, the IED model).

e |ED position at the substation: indicates the IED position (for example, the voltage and bay
name the IED is associated with).

Figure 4.15 shows these fields, where the -
IED at address 10 is a 6BMCDH7K, located at Communications system
the 45 kV RE-1 bay.

IED address

IED

— GMCDH?K

45kVY RE-1
|7IED position at the substation

IED description

Figure 4.15: IED Description.
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4.10 Engineering Page

Access to this screen requires a level 3 password. If the password entered is incorrect, you can
access the information but can not modify any system configuration parameters. Figure 4.16 is the
screen that appears after entering the password.

. ENGINEERING

CPD Configuration

B

Time Sunchronization @:j Privter Configuration

&

Signal Simulator @ |dentification

toand
Rz
]
R

K2,

HERD!
HINDOHS

E it to Windows

2
3

Figure 4.16: Engineering Screen.

If no action is taken in 30 seconds, this screen will disappear and revert to the general menu again.
You can select the following options:

¢ Central Unit configuration
The configuration of the CPX/CPP is updated from this menu.

IMPORTANT: This button is always disabled on the remote Operation Desk, since you can
configure the central unit only from the local Operation Desk.

The CPX/CPP configuration consists of a series of files that must be sent from the Operation Desk
to the central unit (it is actually the CPX/CPP that copies these files to its Flash disk from the PCD
hard drive). These files must be in the shared folder, CENTRAL, in the Operation Desk, which is
inside the folder where the Operation Desk application was installed. This folder must be shared
(with total access and without passwords) when you install the Operation Desk software (see
chapter 3). This directory must also contain the configuration files to be loaded to the CPX/CPP.
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The files to copy to the CPX/CPP should be in the shared CENTRAL folder of the Operation Desk
or in another folder or disk drive. First, you are informed that the Central Unit configuration will be
changed. Confirm the operation by clicking on the OK button or click on the Cancel button.

Next, you are asked if you want to update the CPX/CPP with a new configuration. If you click on
the No button, it is understood that the files are already in the shared CENTRAL folder. If however,
you click on the Yes button, steps are taken to move the configuration files to the shared

CENTRAL folder from where they are currently located.

The following steps are followed: First, define
the drive and directory that the new files will be
taken from. The screen for making this
selection is shown in figure 4.17.

Following this, select the files for the new
configuration. You do this from a screen like
the one shown in figure 4.18.

To select a file, click on its name in the upper,
left-hand window. If you click on an already
selected file, it is deselected. When a file is
selected, it is highlighted. If you want to select
several files, hold down the Ctrl key while
clicking on the file names. The list of selected
files will appear in the bottom window. If you
selecte a file by mistake and want to remove it,
select it in the bottom window and then click
on the Remove button. If you want to delete all
selected files, simply click on Remove All.

BPCD408A

Selection source directory EH
Diirectory N -
Histony: |A'\ J

d &l ¢

Buzcar en: | ;L-,‘ Disco de 34 (&)

[ AUTOMACFG  [2]SIPCO.CFG
[#|CLIENTECFG  |2]TCP.CFG

|| CONFEQUICFG |2 UNIFILAR.CFG
=] EQUIPOS CFG

%] PANELES CFG

|#|PROTEC CFG

|| REMOTA CFG

Mombre de archiva: ﬁ

Cancelar
[one
Figure 4.17: Selecting the Drive for Updating the CPX/CPP.
Selection files EHE
o
e | ]

1 eld

Buscar em: | ;L') Dizco de 3% (4]

[#| AUTOMACFG  []SIPCOCFG
[#|CLIENTECFG  ||TCP.CFG

|| CONFEQUICFG || UNIFILAR CFG
|| EQUIPOS.CFG

|| PANELES CFG

|| PROTEC CFG

|| REMOTA CFG

Harbre de archiva: |EQUI.CFG" "CLIENTE.CFG" "AUTOMA CFG"

Tipo de archivos: |AII Files [*.%] j Cancelar
Selected Files:
AMNAUTOMACFG ak.

AMCLIENTE.CFG
AMCOMNFEQUICFG

Bemove
FRemove All

Figure 4.18: Selecting the CPX Configuration Files.
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Selection target directory

After selecting the CPX/CPP configuration

files, specify the shared directory they will be Hisy [EConsaatcentra H
copied to. Normally, this folder will be Buscaren: |l cential - & @
C:\Operation Desk\Central, but this can vary 5

from installation to installation. A window é‘iﬁ;j&fw

appears like the one in figure 4.19 to select
the target folder:

Mombre de archivo: |**

Cancelar
[one

Figure 4.19: Specifying the Shared Directory.

After correctly specifying the folder to copy the selected files to, the process continues
automatically without you having to do anything else. The selected files are copied from the source
folder to the shared CENTRAL folder.

After the operation has finished, the PCD sends a message to the CPX/CPP to restart and copy
the files from the shared CENTRAL folder to its internal storage drive. Therefore, communication
with the central unit will be lost during the configuration process. After about a minute,
communication is reestablished with the CPX/CPP and the system becomes operative again.

e Time synchronization

Central Units are usually synchronized by a GPS clock, so data sent by the GPS periodically
updates the date and time. In this situation, the Central Unit rejects any modifications to the date
and time not coming from the GPS. However, if there is no GPS clock or it is wrong, you have to
set the CPX/CPP clock. You can update it either from the control office or from the Operation
Desk.

One of the engineering options is time synchronization, to

change the date and time of the central unit. Figure 4.20
is the screen that displays this data.

= PEIE Send
Click on the Send button after correctly indicating the date
and time. Changes to settings or parameters sent to the Time
CPX/CPP must always be confirmed, and then the system a—| a—|
date and time will be modified. 32 =5 o || e

Figure 4.20: Time and Date Collection.
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¢ Printer configuration

The Operation Desk can print in-coming PRINTER
events as well as send them to the events list,

and at times, to the alarm list. You can g
activate or deactivate the system printer | & SSeSSkees

through this screen (figure 4.21).
Cancel
Ok Cancel | Frint Jobz

Figure 4.21: Activating / Deactivating the Printer.

By default, the first time a Operation Desk is started, the printer will be deactivated. Whether
activated or deactivated, each time the Operation Desk is started up after this, the printer activation
status will be maintained.

If there is a printer error, the events are saved in a temporary file until the printer recovers from the
error. The Delete Print Queue button resets the print queue for the printer, deleting all events
pending printing. This print queue can hold 500 events.

¢ Signal simulator

This application displays and/or changes the status and validation of all signhals, measurements
and counters of connected IEDs. If you click on the corresponding button, a movable panel
appears that always remains in the foreground. After selecting a signal, measurement or counter
from the PCD configuration database, you can display and/or change it status and validity.

e Operation Desk identification

Figure 4.22 is the window that displays PCD-CPD |dentiication
Operation Desk information (Operation Desk
model, software and software version). To 714
return to the general menu, click anywhere in
the window.

Operation Desk

1P O~
COS_C0000030F
Yers, 5.2.0

{0 1996-2004, ZTV dplicaciones ¥ Teawologia, 5. A.

Figure 4.22: Operation Desk Identification Window.
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e Operating mode of the remote Operation Desk

This option is only implemented for the remote Operation Desk (for the local operation desk, this
button is always disabled). When there is a remote Operation Desk and it is not disabled by the
local Operation Desk, use this button to modify online (without needing to leave the Operation
Desk) the permissions for this remote Operation Desk to execute commands and/or acknowledge
alarms.

Click the button and a window will appear for

entering a password. After correctly entering

the Superuser password (Level 4) the window

in figure 4.23 will appear. You can configure (# Commands
the permissions of the remote Operation Desk
to execute commands, acknowledge alarms in
the Central Unit and/or acknowledge alarms P 5 TR ket of sare
locally at the Operation Desk. The alarm "
acknowledgement option in the Central Unit

also involves local acknowledgement

(selecting the first acknowledgement option, ak
the second will also be selected

automatically).

(* Acknowledgement of alarms in CPD

Figure 4.23: Operating Mode of the Remote Operation Desk.

These permissions changed on-line are valid until exiting the Operation Desk. The next time the
remote Operation Desk is started up, the permissions used will be those configured in the remote
Operation Desk configuration file “remota.cfg".

You can also exit the Operation Desk or return to the main menu from the engineering screen
menu.
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Notes:
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5.1 Substation Selection Window

When the Operation Desk is remote using modems, you must indicate the substation you want to
connect with. This option only exists for the remote operation desks that are connected by modem
to the central unit, and is not applicable for remote operation desks through a TCP/IP network.

When starting the Operation Desk
application, a screen appears with ) )

a list of substations (defined in the Subsiation selection

files, “NameSubstation.sub™) you
can connect to through the {erata

modem. The remote connection is %@
made after you select the o)
substation and click on the top
button (drawing of a computer). An
example of this window is shown in ﬂ,‘_
figure 5.1.

Figure 5.1: Substation Selection Window.

A new window appears (figure 5.2) indicating that it is
trying to establish a remote connection. The Operation
Desk application uses the remote access connection
called ZivRemote, which was created during the
installation and start-up (Chapter 3). If this connection
does not exist or is configured incorrectly, it will not be
able to connect with the CPX/CPP and an error will occur.

Modem connection...
Wait, please.

Figure 5.2: Window Waiting for
Modem Connection.

If everything is connected and configured correctly, after a certain time (possibly more than a
minute), the modem connection will be made and authenticated, and the Operation Desk will start
to read the configuration and request event and alarm files (see section 5.2).
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5.2 Window for Receiving Files from the Remote
Operation Desk

The remote Operation Desk is similar to the local Operation Desk, and identical from a functional
viewpoint. The main difference is that, by definition, a remote Operation Desk is not always
connected to the CPX/CPP and multiple remote Operation Desks -not simultaneous- are admitted.
The initial updating of the available information at the central units depends on this fact. The status
of the various installation elements consists of a snapshot of the digital signals and measurements,
etc. However, alarms and events must be sent to the Operation Desk during the connection
process because the CPX/CPP does not know what information the connecting Operation Desk
lacks. This problem has been resolved by sending the files with events and alarms from the
CPX/CPP to the Operation Desk during connection.

When the Operation Desk application is . Alarms and Fvents File ‘Transfor
initiated (after the connection between

modems has been established if this were Alarme oK

necessary), and only if this is a remote

Operation Desk, the event and alarm files that Everts @ Mot Received

have occurred at the substation will be
requested from the CPX/CPP. The window in
figure 5.3 will appear to show the status of this
process.

Ewents File Transfer...

i Cancel |

Figure 5.3: Retrieval of Events and Alarms from the CPX.
This window indicates the following:

e Process being carried out: configuration request to the CPX/CPP, reception of alarm or event
file, resetting of the connection with the CPX/CPP, ... (e.g. Receiving event file ...).
¢ Status of the reception of the alarm or event file:
¢ Not received: Is accompanied by a red LED and indicates that the alarm or event file
reception has not finished.
e Error. Is accompanied by a red LED and indicates that an error has occurred in the
reception of this file or when processing it after it was received.
¢ OK: Is accompanied by a green LED and indicates that the alarm or event file has been
correctly received and processed.
e Cancel button, for canceling the reception of files and aborting communication with the
CPXI/CPP.

After both the alarm and event files have been correctly received, the window disappears and the
Operation Desk displays the first substation screen, which is the first single-line diagram.

At this time, the screens are updated with the changes received from the CPX/CPP, as with the
local Operation Desk. When a change arrives, the single-line diagram is updated (if it is so
configured), and stored in the alarm and/or event list.
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5.3 Users and Passwords

Some Operation Desk operations are controlled by a security system based on passwords and
users. There are three configuration types:

e The first possibility is to operate without users and to use passwords only for accessing the
various functions. This is the default operation.

e The second possibility is like the first one, but you can define different users to limit the
possibility of specific users carrying out commands on certain elements.

e The third possibility is to create users with their corresponding passwords, which allows
access to specific functions depending on the active user.

5.3.1 Without Users

With this default possibility, there are no users defined and security is managed through a four-
level password system:

Level 1
Level 2

Level 3

Level 4

System operation and control. No password.

Configuration of programmable automatic controls and settings for the protection
system: Password 1. The default code is ziv. Within this level, the existing
protection or automatic control settings can be modified, such as bay priorities for
the automatic control of resistant grounds and the values of the logic settings.
Complete configuration of the system and its peripherals: Password 2. The default
code is ziv. This level is where you can configure the CPX, printer, launch the CPX/
CPP signal emulator, exit the application, etc.

Superuser password: only used at the remote Operation Desk and for changing
permissions of this remote Operation Desk on-line (without exiting the Operation
Desk) so as to be able to carry out commands and/or acknowledge alarms
(Operating Mode of Remote Operation Desk option in the general menu). The
default password is ziv.

You can change the access password for level 2

protections / automatic control configuration, level 3

engineering and system configuration and level 4 or
superuser by selecting the change password button from

PROT.AAUT.- CTHL.

the general menu. A screen will appear like the one in ENGINEERING |

figure 5.4.

The steps to follow are the same in all cases:

MASTER USER |

- Enter the password you want to change. AU |
- Enter the new password.
- Repeat the new password.

Figure 5.4: Level Selection to
Change Access Passwords.

BPCD408A
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When you correctly complete these three CHANGE PASSWORDS

steps, the new password is saved. The
passwords are combinations of letters (case-
dependent) and numbers, with a maximum of
five characters. Figure 5.5 displays this
sequence. Mew password

Frevious passward

Repeat paszword

Lo Ok Carcel |

Figure 5.5: Changing Access Passwords.

5.3.2 Users for Commands

This mode uses the figure of users with their corresponding passwords to restrict the commands
that can be made. All users can perform all operations stated in the previous section and the
passwords for engineering, protections and superuser are managed as usual. The difference is
that, depending on the user, a signal is activated at the CPX that allows a series of commands to
be executed or not. These users are configured in the client.cfg file.

Definitions are entered for each user specifying commands to open and close sessions and a
status signal that indicates that the user has an open session. In the inactive state, there is no
active user and, consequently, no commands can be made. When a user decides to open a
session, the Operation Desk sends the command to the CPX/CPP stating that the specific user
wants to open a session. The CPX/CPP executes this (logic) command and generates a change of
status in the associated signal indicating that a session has been established with this user.

The status signal is used to block commands from other users and ask permission for commands
from the user that opened the session. These blocks must be manually entered in the configuration
of the commands that each user can execute. Each status signal will block the commands of other
users, but not their own.

After a certain time has elapsed in an open session without any maneuvers, the session with the
active user will automatically close and change to an inactive state.

These users, in the inactive situation and with an open session, have the same security controls for
accessing the screens and functions described in section 5.3.1. The correct passwords must be
entered to access protections, engineering and programmable automatic controls.
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5.3.3 Users with Different Permissions

This type of user has restricted access to functions depending on the permissions granted. There
are three types of permissions:

¢ Commands: Can carry out commands, acknowledge/delete alarms, store events to disk,
access Reports, access Engineering (without being able to configure the Central Unit, or
activate printers or change operating options at the remote Operation Desk).

e Protections and automatic control configuration: Can access Protections and
Configuration of Programmable Automatic control buttons.

¢ Administrator: Has both previous permissions as well as being able to access all options
from the Engineering menu and manage (add, modify and delete) users.

If the Operation Desk is started and the “operation desk.usr” file does not exist, the Operation
Desk creates it with a DEFAULT USER (user = zivPCD and password = ziv1996). This user is
created with ADMINISTRATOR PERMISSION (permission for everything) and will be used to add
the rest of the users during the process of installing and starting-up the PCD.

There will always be an active user at the Operation Desk (the one selected as predetermined).
If there are no users other than the default user, then this user will be the predetermined one.
When more users are created, one of them will be predetermined (by default, the first created),
and the ZIV internal user will disappear. When the Operation Desk is started up, it looks for the
predetermined user and makes that user active. A good criterion is to select a user without
permissions to be predetermined (read only), so that that user must log in to perform an action that
requires permission.

The name of the active user will be displayed at all times at the top, right-hand side of the
screen (in the header, to the left of the ALARM label) and will appear with the colors you
configured in “client.cfg.”

Existen dos formas de poner activo (autentificar) un usuario:

a) In the main menu, under the Users button, h
select the option OPEN session (see figure

5.6). After entering the user name and
password (figure 5.7), this user will be Manage |lzers |

activated.
OPEM Sezzion

Figure 5.6: User Options.
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b) \_Nhen_the current user tries to carry out an USER IDENTIFICATION
action without the corresponding permission,
the user is asked to log-in (figure 5.7). If

identification is positive, the authenticated user
becomes active.

Uzer:

Here is a screen of the log-in dialog box (for Password I—
entering user name and password) (figure '

5.7). Remember that the user name and
password are case-sensitive.

Ok, I Cancel I

Figure 5.7: User Log in.

If a user does r_10t h'ave permission for the task ACCESS DENIED
they are logging in for (e.g. to execute a
command), the following message appears

(figure 5.8) and the active user will continue to Uzer without permission to execute this operation,
be the one that initiated authentication.

.........................................

Figure 5.8: User without Permission.

If the user does not exist or the password is incorrect, the
following message will be displayed (figure 5.9): INCORRECT IDENTIFICATION

When a user other than the predetermined one is Inzemee UsepiPssamaral
activated, an inactivity time is started up (configured in
“client.cfg”). This is the time that must elapse before the

current user is deactivated and the predetermined user is
activated.

Figure 5.9: Incorrect User / Password.

If you want to close your session before this inactivity time is up, go to the Users button on the
principal menu and use the CLOSE session button (see figure 5.6). (The predetermined user will
be automatically changed to the current user.) When the active user is the predetermined user, the
session cannot be closed (the CLOSE session option will be disabled), since there must always
be an active user. By default, this is the predetermined user.

User management is explained next. Access the Users button on the main menu, and then the
Manage Users option (figure 5.6).

5-7
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IMPORTANT: to be able to manage users, you must have administrator permission.
Otherwise, the Operation Desk will request you to log in.

Once you reach the user management screen
(see figure 5.10), a list of users will appear
with their properties. This list will be empty
initially, since the “zivPCD” user is internal to
ZIV and can not be modified or deleted
(“invisible” to the client). In this screen, you
can add new users (New), modify the data for
existing users (Modify) and delete users
(Delete). The data for different users is faded,
since you can not modify them from this
screen.

e New user

To add a user, click on the New button. A
screen appears (see figure 5.11) for you to
enter the user name, password, and then
repeat the password. The rest of the options
are not enabled until the password is
successfully repeated. If the password is
changed, the options will be disabled again
until the password is repeated successfully.

When you add a user that you want to be the
predetermined user, activate the appropriate
check box.

When the first user is created, if you do not
activate the predetermined check box, the
screen in figure 5.12 will appear. It indicates
that, since there are no other users (there is
the “zivPCD” user, this is for ZIV INTERNAL
USE), the first user will be set as
predetermined.

BPCD408A

USERS MANAGEMENT

e

M odify I

Delete I

Exit I

Figure5.10: User Management.

USERS MANAGEMENT

. |
FPassword:
Repeat Pazswaord:

Cancel I

Figure 5.11: New User.

PREDETERMINED LISER

Mo uzers defined. Thiz will be the predetemmined uzer.

.........................................

Figure 5.12: No Users Defined.
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After you enter the user data, click on the OK button to add them to the user list. The Operation
Desk returns to figure 5.10. You can abort the process of adding a user by clicking on the Cancel

button.

¢ Modify User

To modify user data, select the Modify button
in the dialog box shown in figure 5.10. This
brings up a screen (see figure 5.13), where
you can modify user data. If the password is
changed, the rest of the user options will be
disabled until the password is repeated
successfully.

After the user data is entered, click on the OK
button to modify the data in the user list. Then
the Operation Desk returns to figure 5.10. You
can abort the process of modifying user data
by clicking on the Cancel button.

If you modify the predetermined user and the
predetermined option is disabled, the
Operation Desk warns that there is no
predetermined user and you must select one
from the user list.

After clicking OK, the user list appears (figure
5.15) and you can now select the user that will
become the predetermined user.

© ZIV Aplicaciones y Tecnologia, S. A. Zamudio,2004
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LUSERS MANAGEMENT

dzer

Paszword:

fods

Permizsions

[ Commands
[ Protec. Adwt. Chil.
[~ Manager

[+ Establizh thiz user as predetermined.

Ok I Cancel I

Figure 5.13: Modify User.

PREDETERMIMED LISER

Mo predetermined wzer defined.
Fleaze press "0k" to select ane from a list.

Ok

Figure 5.14: No Predetermined User Defined.

USER SELECTION
:gziv
Ok I

Jzer:

Figure 5.15.: Selection of Predetermined User.
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e Delete User

To remove a user, select Delete from the list
on the screen shown in figure 5.10 and click
on the Delete button. You will then be asked
for confirmation to delete the user from the list
(figure 5.16). Clicking on Yes deletes the user
from the list. Clicking on No aborts the deletion
process.

DELETE USER

Do pou wizh to delete uger Vzie'?

s | Mo

Figure 5.16: Confirmation to Delete User.

If you delete the predetermined user, the Operation Desk will warn you that there is no
predetermined user and that you must select one from the user list, as explained in the point
Modify User (figures 5.14 and 5.15). Then the Operation Desk will return to the screen shown in

figure 5.10.

5.4 Report Page

This page allows you to launch the report application as configured in the configuration file,
“protecc.cfg”. Access this option with the Reports button from the general menu. There can be

three cases:

¢ If there is no report application, nothing will happen.

o If the application to be executed is defined and it is the Report Application, it will be directly
executed. For further information, please consult the Report Application manual.

o If the Internal Reports are defined, after the button is selected, the process for generating
internal reports starts. This consists in collecting signal logs, measurements and counters
stored in the CPX (defined in the file, “historic.cfg”), and text files containing this information

will be generated.

BPCD408A
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The dialog box in figure 5.17 will appear first. Here you
can specify if you wish to receive reports concerning

signals (events/alarms), measurements and/or counters [E——
and set the start and end date for the period you want to v
; easurements I
receive the reports. Evvents/Alaims =
Counters E
~[hate Contral
Initial Date IDSHDB£2DD4
Final D ate . .
Cancel | Callect I

Figure 5.17: Report Request.

The Retrieve button will collect the CPX logs. Retrieving
logs can be a slow process. If it is going to be long, the

dialog box in figure 5.18 will indicate that the process
could take several minutes. This operation may take several mintes.
Caontinue?
Cancel I

Figure 5.18: Report Warning.

Clicking on the OK button will start the operation for

collecting logs. Then a dialog box like the one in figure
5.19 will appear, showing the log filename that is being
transferred from the CPX to the Operation Desk (*.dat).

File: Transfer

historich5321Sisc. dat

Figure 5.19: Report Transfer.
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After the log transfer has finished, the Operation Desk will
generate the internal reports. When they have been

generated, a dialog box like the one in figure 5.20 will ask

Do you wish to copy the generated

if you want to launch Windows Explorer to copy the et (e e
internal reports to disk. Clicking Yes will launch Explorer

(if you close Explorer after copying the files, you will go If you press YES, Windaws Explorer
back to the general Operation Desk menu). If you click on vill be started o et you copy

the: text file [* THT]

Finish, you will go directly back to the general menu of

the Operation Desk.

Finish

Figure 5.20: Windows Explorer for
Copying Reports.

Internal reports are stored in the Operation Desk in the directory, c:\Operation Desk\log\. The file
names will contain the last five figures of the Julian day plus three identifying letters of the data
type. MEA=Measurement, ISC=Signals, CON=Counters. The extension will be .TXT. For example,
if the date is November 17, 1997 (Julian day = 2450768), the corresponding data files will be called
“50768mea.txt”, “50768isc.txt” and “50768con.txt.”

o Signal file (events / alarms)

It includes the changes that occurred in the signals configured in the “historic.cfg” file of the Central
Unit on a specific day with the format:

JulianDay , Date , | NumISCs |, | NumReg

Date , Time .| Elem |,| Signal |,| Status |,| Alarm (*)

(*) Repeated for each change. There will be as many as NumReg indicates.

JulianDay. Day in Julian format where the file data is taken from.

Date: Date the file data is taken. The format is the following: YYYYMMDD (e.g. 20011001).
NumISCs: Number of digital signals configured in the “historic.cfg” file in the Central Unit.
NumReg: Number of records taken in the file.

Date: Date the change takes place. The format is the following: yyyy/mm/dd (e.g.
2001/10/01).

Time: Time the change takes place. The format is the following: hh:mm:ss.mmm (e.g.
16:13:08:877).

Elem: Description of the IED that detected the change (e.g. 13  T-2).

Signal: Description of the signal where the change occurred (e.g. L/T STATUS).

Status: Is the status of the signal (e.g. IN REMOTE).

Alarm: Indicates whether the signal has an alarm category or not (for ex. FALSE).

These four fields Elem, Signal, Status and Alarm are contained in the Operation Desk configuration
(“units.cfg”).
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E.g.

2452182, 20011001, 8, 6,

2001/10/01, 16:13:08:877, 13 T-2, STATUS L/T IN REMOTE, FALSE,
2001/10/01, 16:13:09:578, 13 T-2, STATUS L/T, IN LOCAL, FALSE,
2001/10/01, 17:35:33:969, 13 T-2, STATUS L/T IN REMOTE, FALSE,
2001/10/01, 17:35:34:654, 13 T-2, STATUS L/T, IN LOCAL, FALSE,
2001/10/01, 18:08:25:332, 13 T-2, STATUS L/T IN REMOTE, FALSE,
2001/10/01, 18:08:26:141, 13 T-2, STATUS L/T, IN LOCAL, FALSE,

¢ Measurement file

Includes the values of the measurements configured in the “historic.cfg” file of the Central Unit on a
specific day, sampled with the interval configured in the file, “informes.cfg” (each minute in this
case). The file format is as follows:

JulianDay ,| Date |, |NumMEAs |,
Add , | MEA |, Descr , *)
SampleNum ,|Valuel|,| Value2 |,| .. [,| ValueN [, ] (™

(*) Repeated for each measurement configured. The number indicated in NumMEAs.
(**) Repeated for each of the day’s samples. For measurements this will be 1440 samples (the
sample interval is 1 minute => 1440 samples/day).

JulianDay. Day in Julian format where the file data is taken from.

Date: Date the file data is taken. The format is the following: YYYYMMDD (e.g. 20011017).
NumMEAs: Number of measurements configured in the “historic.cfg” file in the Central Unit.
Add: PROCOME address of the IED the measurement belongs to.

MEA: PROCOME label of the measurement.

Descr: Descriptive text about the measurement.

These three fields: Add, MEA and Descr are contained in the Operation Desk configuration
(“units.cfg”).

e SampleNum Correlative number of the day’s sample (from 0 to 1439).
e Valuel: Value of measurement 1.
¢ ValueN: Value of measurement N (with N = NumMEAS)

E.g.

2452198,20011017,4,

11, 0, CURRENT MEASUREMENT,

11, 1, VOLTAGE MEASUREMENT,

10, 0, CURRENT MEASUREMENT,

10, 1, VOLTAGE MEASUREMENT,

0, 5.156, 10.000, 5.132, 10.012,
1, 5.198, 10.034, 5.054, 10.232,
2, 4.923, 10.134, 4.980, 10.123,
3, 5.080, 10.098, 4.998, 10.108,

1439, 4.980, 10.007, 5.008, 10.089,
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e Counter file

It includes the values of the counters configured in the “historic.cfg” file in the Central Unit on a
specific day, sampled with the interval set in the file, “informes.cfg”. The file format is the following:

JulianDay , | Date NumCONs |, | NumSamples | ,
Add ,| CON Descr , *
SampleNum , | valuel Value? o | valueN |, ] (™)

(*) Repeated for each counter configured. The number indicated in NumCONSs.

(**) Repeated for each of the day's samples. There will be a maximum of 1440 samples
(depending on the interval set in “reports.cfg”). In the example, there are 96 samples, as the
set sampling interval is 15 minutes.

JulianDay. Day in Julian format where the file data is taken from.

Date: Date the file data is taken. The format is the following: YYYYMMDD (e.g. 20011017).
NumCONs: Number of counters configured in the “historic.cfg” file in the Central Unit.

Add: PROCOME address of the IED the counter belongs to.

CON: PROCOME label of the counter.

Descr: Descriptive text about the counter.

These three fields: Add, CON and Descr are contained in the Operation Desk configuration
(“units.cfg”).

e SampleNum: Correlative number of the day’s sample (from 0 to a maximum of 1439). In the
example, from 0 to 95, there will be 96 samples.

e Valuel: Value of counter 1.
ValueN: Value of counter N (with N = NumXONS)

E.g.

2452198,20011017,4,96,

11, O, COUNTER 1,

11, 1, COUNTER 2,

10, O, COUNTER 3,

10, 1, COUNTER 4,

0, 5.000, 10.000, 5.000, 10.000,
1, 9.000, 17.000, 15.000, 15.000,
2, 14.000, 23.000, 24.000, 19.000,
3, 15.000, 28.000, 26.000, 31.000,

95, 98.000, 103.000, 115.000, 110.000,
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5.5 Protection Page

You can execute the Zivercom®© application PASSWORDS
from this page. Select the Protections button
from the general menu. If there is no
application defined, nothing will happen. If the
application is defined, a dialog box like the one
in figure 5.21 will appear.

Ingernt pazsword

13 Cancel

Figure 5.21: Entering the Protection Password.
You can do either of two things:

o Enter the level 2 password and click OK.
e Click Cancel and return to the general menu.

The screen will return to the general menu if you enter an incorrect password. If the password is
correct, the defined application (Zivercom®©) will initiate. For further information, please consult the
Zivercom®© application.
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5.6 Automatic Control Configuration Page

This is the screen that allows you to configure the various programmable automatic controls and
their settings. Access this option by selecting the Automatic control Configuration button from
the general menu. Clicking on this button brings up a menu to select the various automatic
controls, as in figure 5.22.

IBERDROLA S.T.R. EL JUNCAL 08403/04 13:33:44
CONFIGURATION OF AUTOMATIC CONTROL

“08/03/04 13:33:09.165 SIPCO FALLO COMUNICACIONES CON LA CONSOLA  NORMAL

M-1 GROUNDS HAUT CTRL M-2 GROUNDS

Figure 5.22: Automatic Control Selection Screen.

When you click on a automatic control button, the
corresponding settings are read. During this process, you

see the wait message in figure 5.23. Fle = i
Settings are being collected...

. SETTINGS

Figure 5.23: Notice of Setting Request.
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If there is an error reading the settings, you will see the
message in figure 5.24 and you will be returned to the
general menu.

. SETTINGS

Reqguest without answer,
. . FEeasze, try again
This menu can have four types of automatic controls:

Resistive Grounds, H/Y Automatic controls, ERAS and
Logic.

Figure 5.24: Setting Request
Failure Warning.

5.6.1 Automatic Control for Resistive Grounds

Clicking on any of the buttons with the text M-X GROUNDS, and after reading the settings, a
screen is displayed (figure 5.25) for you to configure the automatic controls for the corresponding
grounds. You can perform the following operations on this screen:

e Put the automatic control into
or out of service. The default
value is in service.

« AUTOMATIC CONTROL FOR RESISTIVE GROUND

e Modify the delay time for SETTINGS

starting up after the Resistive

Ground alarm has been Inservice @

triggered. The range of valid

values is from 0 - 600 General

seconds, with 60 seconds

being the default value. The w/ating time to starkup (5] = 2]

Step.is 1 second_._ . . Checking time (3] :|75
¢ Modify the verification time

(in seconds). This is the time

the breaker is open while Pasition

waiting for the ground alarm TRy Bea L g ]

; 15k 524 14

to be _deactlvat(?d. The range e

of valid values is from 0 - 10 15KV 525 L-6

seconds, with 5 seconds 15ky 528 L I~ i

being the default value. The
step is 1 second.
e Set the priority for the IED.
Double click on the IED you
want in the list or select that Serd | Colect | Cancel |
IED from the list (click once)

and then click on the Edit
button.

Figure 5.25: Automatic Control Settings for Resistive Grounds.
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This will bring up a dialog
box like the one in figure
5.26. Select the priority you
want to assign to the IED (1 -
50) and the participation (in
service) or not of the IED in
the automatic control.

« 15EN 52-3 L-3

PRICRITIES ASSIGHNED

{792 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 168 19 20 21 22 23 24 25
VERERI T T I rrrrrrrrrrrrr
2527 2829 30 31 32 33 34 35 35 37 35 39 40 41 42 43 44 45 45 47 48 49 50

rrrrrrrrrrrrrr1r 111 rrrrrrr

Set position in zervice I Ok | Cancel |

Figure 5.26: Assigning a Priority to a Specific IED.

Priorities already assigned to other IEDs will be checked and faded. To select a specific
priority, click on the corresponding box. Click on OK to confirm the choice. You can abort the
operation at any time by clicking on Cancel.

e Clicking on Send prompts a message like the one in
figure 5.27 for you to confirm that you want to send
the settings to the Central Unit. Then you are Settings send

returned to the general menu.
e Clicking on the Retrieve button gets the automatic
control settings for the grounds in the Central Unit.

ez |

e Clicking on Cancel returns you to the general menu.

Figure 5.27: Confirmation for
Sending Settings.

BPCD408A
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5.6.2 H and Y Automatic Controls

In  this case, the
settings are also read
after you click on the
button corresponding to
either of the automatic
controls: H Automatic
Control or Y Auto-
matic Control. The
process is the same as
for the ground
automatic control.

After the settings are
read, the following
screen appears (figure
5.28) so you can set
the H automatic control.

If either of the two
busses does not exist
(Y automatic control),
the screen in figure
5.29 will appear.

User Interface. Additional Functions

SETTINGS

Presence/ftbsence of Voltage
Ling & Yalt. Pres/Abs. Aut

Presence level [% 45.0 k]
Ahsence level [Z 45.0 k)
Presence time (3]

Abzence time (3]

Settings far HY switching

Stabilization time [z]

HY switching time [5]

Send

144

Ar A A 4

Bus & Yaolt. Pres/Ahs. Aut
Prezence level [% 15.0 kW]
Absence level [% 15.0 kW)
Presence time [3]

Absence time (3]

El

S It Il
SI0E:

Callect

Ling B ¥olt. Pres/Abs. Aut
Presence level [% 45.0 k]
Ahsence level [Z 45.0 k)
Presence time (3]

Abzence time (3]

@
=1
o

Ar Ar A 4D
J3.]
= | 2

Settings for MY switching
In service o)

Y setting time [s]

144

Ar A A 4

4
o
=]

Cancel

» HCONFIGURATION AUTOMATIC CONTROL
SETTINGS
PresencesAbsence of Yoltage
Line & Vol Pres/ihs. Aut Line B Valt. Pres/ihs. Aut
Fresence level [ 45.0 k\) = 80.0 Prezence level (% 45.0 kv = a0.0
Abszence level [% 45.0 kW) : 50.0 Absence level [ 45.0 kY] : 50.0
Prezence time (3] : 1.0 Prezence time [z] : 1.0
Absence time [z] : 1.0 Abgence time [z] : 1.0
Bus A Volt. Pres/&hs. Aut Bus B Valt. Pres/dbs. Aut
Presence level (% 15.0 k) : a0.0 Prezence level (% 15.0 kv| : an.n
Absence level [ 15.0 kY] : a0.0 Abgence level [ 15.0 kY] : 50.0
Prezence time [z] : 1.0 Prezence time [z] : 1.0
Abzence time [3) = 1.0 Absence time [z] = 1.0
Settings for HY switching Settings for MY switching
Stabilization time [z] : B0.0 In zervice I
HY switching time (3] = 5.0 M getting time [3] = 5.0
Send Cancel
Figure 5.28: H Automatic control Settings with Two Busses.
» Y CONFIGURATION AUTOMATIC CONTROL

Figure 5.29: H Automatic control Settings with One Bus.

© ZIV Aplicaciones y Tecnologia, S. A. Zamudio,2004
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You can perform the following operations on this screen:

Put the automatic control for medium voltage into or out of service. The default value is in
service.
Modify the stability time (in seconds) for the high voltage automatic control. The range of
valid values is from 0 — 300 seconds, with 60 seconds being the default value. The step is 0.1
second.
Modify the switch time (in seconds) for the high voltage (HV) automatic control. The range of
valid values is from 0 — 10 seconds, with 5 seconds being the default value. The step is 0.1
second.
The equality delay time for the high-voltage automatic control appears faded because it is
fixed and equals 1 second.
Modify the switch time for the medium voltage (MV) automatic control. The range of valid
values is from 0 - 10 seconds, with 5 seconds being the default value. The step is 0.1
second.
Edit the automatic control settings for the presence / absence of voltage. You can modify the
following parameters:
¢ Voltage presence level (in % of Vnominal). The range of valid values is from 50 — 100,
with 80% being the default value. The step is 0.1%.
¢ Voltage absence level (in % of Vhominal). The range of valid values is from 0 — 70, with
50% being the default value. The step is 0.1%.
¢ Voltage presence time (in seconds). The range of valid values is from 0.5 — 5, with 1
second being the default value. The step is 0.1 second.
¢ Voltage absence time (in seconds). The range of valid values is from 0.5 — 5, with 1
second being the default value. The step is 0.1 second.
After the necessary settings have been made to the H/Y automatic control, click on the Send
button. This brings up a confirmation message like the one in figure 5.27. Clicking on Yes will
send the settings to the Central Unit.
If you select the Retrieve button, the automatic control settings will be collected for the H/Y in
the Central Unit.

The Cancel option returns you to the general menu.
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5.6.3 ERAS Automatic
Control

In this case also, the settings are
read when you click on the ERAS
automatic control button: The
procedure is the same as for the
two preceding automatic controls.

After the settings are read, the
following screen appears (figure
5.30) for you to set the ERAS
automatic control.

User Interface. Additional Functions

. ERAS AUTOMATIC CONTROL
SETTINGS

General
Dizconnect wait time [zec] = 5
Automatic SelfBlocking .
Terminals
TERMIMAL 1
TERMIMNAL 2 J
TERMIMAL 3

= Edit

Send | Collect | Cancel ‘

Figure 5.30: ERAS Automatic Control Settings.

You can perform the following operations on this screen:

e Put the automatic control into or out of service. The default value is in service.

e Delay time for the disconnection (in seconds). The range of valid values is from 0 - 10
seconds, with 5 seconds being the default value. The step is 1 second.

e Put auto-block option after the disconnection or not. The default value is auto-block.

o Edit settings for a specific IED. Double click on the IED or select the IED and click on the Edit
button. A dialog box like the one in figure 5.31 will appear. You can modify several

parameters.

© ZIV Aplicaciones y Tecnologia, S. A. Zamudio,2004
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You can modify the following parameters on this screen:

IED in-service or out-of-service flag. The default

. . - . ERAS AUTOMATIC CONTROL
value is Yes (in service). mp——
Voltage level. The default value is NO.
Two busses on this level. The default value is NO. TERMINAL 1
Voltage conditions of busses The default value is ==
NO. Woltage Level :m
Voltage conditions of bays. The default value is NO. Double busbarlevel [T
— Voltage coupling. The default value is NO. _ N
— Reserve to bay. The default value is NO. SIS e M
— Reserve to busses. The default value is NO. Energized Lines 5] NO
— |IED reset time (in seconds). The range of valid Waltage Coupling 3] NO'
values is from 3 — 30 seconds, with 3 seconds being Fessvetoline 2] MO
the default value. The step is 1 second. Reserve toBusbars 2] 31
— Reset time by LRL (in seconds). The range of valid _ .
values is from 3 — 60 seconds, with 3 seconds being Recove Tina sec) & 3
the default value. The step is 1 second. Recovery Time dus to LRL (sec) 2] 10
— LR sub-voltage time (in seconds). The range of valid Undervoltage LR Timefsec) 3 10
values is from 0 — 10 seconds, with 5 seconds being
the default value. The step is 1 second.
— You can also modify the IED priority. Click on the Cancel
Priorities label and a menu will pop up displaying the

priorities (1 — 20) that you can assign to the IED.
The priorities already assigned to other IEDs are
checked and faded. To check a specific priority, click
on it (the symbol v" will be displayed).

When you have modified the parameters you want, confirm by clicking on OK or undo them with
Cancel.

¢ When you have made the necessary settings for the ERAS automatic control, click on the
Send button. This brings up a confirmation message like the one in figure 5.36. Click on Yes
to send the settings to the Central Unit.

o If the Retrieve button is selected, the automatic control settings will be collected for the ERAS
in the Central Unit.

¢ The Cancel option returns you to the general menu.
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5.6.4 Logic

The Central Unit logic program can use settings in some of its OPCODES. You can modify these
settings at any time from this screen in the Operation Desk. See an example in figure 5.32.

. Logic Settings
DESCRIPTION ACTUAL YALUE MEW VAL UE RANGE 5
Ajuste de tipoint num1 1 1 [1-30] zeq.
Ajuste detipointn 1 2 2 [1-50] Hz
AJS2 3.00 200 [2.00-100.00] MWAR
AdS3 4.00 4.00 [2.00-100.00] &
Al a.00 — .50 [2.00-700.00] kY
Ajuste de tipo int nurm B E [1-30] mé
Ajuste detipointn 2 7 7 [1-50] %
AJSE 8.00 8.00 [2.00-100.00] VAR
ﬁJSE 3.00 3.00 [2.00-100.00] chrn. L.
Send I | Callect I | Canicel I

Figure 5.32: Logic Settings.

As you can see, this screen consists of a table with the settings configured in the CPX/CPP. The
table contains a description, the current value, the new value and the range and unit. The only
values you can modify from this screen are the ones in the New Value column.

Double clicking on one of these cells elicits two arrows for increasing/decreasing its setting value.
The value used is the one configured in the CPX/CPP. However, you can enter any value directly
from the keyboard.

The Current Value column shows the setting’s present value in the CPX/CPP. This value is only
modified if the settings are sent by clicking on the Send button. You can return to the set values at
any time by clicking on the Retrieve button.

The vertical scroll bar on the right of the table lets you scroll through the various settings, if more
than 9 settings are defined.

When settings are changed and sent to the CPX/CPP, the logic times are restarted and the system
starts to work with the new values. If any of the timers were counting, they stop and start over from
zero. That is, after settings are changed, the timers could go longer than the configured time in the
first operation after the change of settings.
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Chapter 5

5.7 Automatic Control for Resistive Ground Page

This screen provides information about the status of resistive ground automatic controls. They are
represented by LEDs, with the color indicating the status of the associated signal. There is text
identifying the signal next to each LED. This screen is divided into two boxes.

e The signals providing general information about the automatic control status (maximum
three) with the corresponding LEDs are in the top box.

e The signals providing information about the medium-voltage bays for the automatic control
(one signal for each bay) with the corresponding LEDs are in the bottom box.

The representation of the LEDs is the same as the previous description for LEDs in IED signal
panels (see section 4.6). This screen can not, however, acknowledge signals with an alarm
category (see figure 5.33).

IBERDROLA S5.T.R. EL JUNCAL 08403704 13:36:47
AUTOMATIC CONTROL FOR RESISTIVE GROUND
~08/03/04 13:36:30.817 SIPCO FALLO COMUNICACIONES CON LA CONSOLA  NORMAL

|,. STOP WITHOUT DETECT.

§ GROUND FEEDER-3 15kV

GROUND FEEDER-4 15k¥Y
j GROUMD FEEDER-6 15kY
§ GROUND FEEDER-7 15kY

GROUND BUS TIE 15kV

GROUND FEEDER-14 15k
GROUND FEEDER-15 15k
GROUND FEEDER-17 15k

j GROUMD FEEDER-18 15k

Figure 5.33: Automatic Control for Resistive Ground Screen.
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Chapter 6

The PCD is configured with the Zivergraph® program. This program customizes an Operation
Desk for a specific installation. As this is a complex operation, the ranges of parameter and setting
variations will not be discussed here; they will be indicated in the program manual and in the
appendices describing the configuration files.
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Notes:
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